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Abstract—With the rapid growth of the transportation systems,
Internet of Vehicles (IoV) has evolved as a new theme in both
industry and academia from traditional vehicular ad hoc net-
works (VANETs). However, the multi-sources and multi-domain
information disseminated over the network has brought huge
security issues for the communications in the IoV system. In
this paper, we present a lightweight blockchain-based framwork
for IoV to meet the requirements of security, privacy and high
availability. We propose a novel hierarchical data sharing frame-
work where two types of sub-blockchain are formed allowing for
flexible access control. In addition, we propose a reconfigured
blockchain structure to acclimatize itself to the vehicular network
which is composed of a number of lightweight and low-energy
IoT devices. Moreover, we design a lightweight reputation-based
consensus algorithm with a multi-weight reputation evaluation
mechanism to prevent internal collusion of network nodes. Based
on the proposed architecture, security analysis is illustrated to
show the security, privacy-preserving of the proposed framework.

Index Terms—Blockchain, IoV, Privacy preserving,
Lightweight consensus

I. INTRODUCTION

The concept of Internet of Vehicles (IoV), one of the
revolutions driven by Internet of Things (IoT), has evolved
from the conventional Vehicle Adhoc Networks (VANETs)
where the limited capacity for handling all the information
that is aggregated by numerous vehicles and other actuators
(such as sensors and mobile devices) in their vicinity has
become the most primary problem with the sustainable growth
of the number of connected vehicles [1]–[4], to attain the
vision of “smart vehicles”. A recent report conducted by a
renowned organization revealed that the number of cars sold
worldwide is expected to 0.5 billion by the end of 2019 [5],
and it’s projected that we will have 2 billion motorized vehicles
including cars, trucks, and buses by 2030 [6]. Such growth has
opened a conspicuously challenging but lucrative market for
both industry and academia [3].

The IoV is defined as a comprehensive platform integrat-
ing IoT technology with the intelligent transportation sys-
tems (ITSs), which could support multifold functions such
as dynamic information services, intelligent traffic control,
intelligent vehicle management [7]. The IoV is anticipated
to cope with the in-depth intelligent integration of human,
vehicles, things (such as sensors) and the environment, boost
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the efficiency of transportation, and improve the quality of
municipal services to make humans content with their vehicles
[4].

However, as IoV involves the myriad of different partici-
pants such as numerous vehicles, various sensors, passengers,
drivers, Road Side Units (RSUs), cloud servers, etc., it is
a challenging issue to realize data sharing and ensure the
interoperability in the context of IoV. Namely, the multi-
domain and multi-sources data disseminated among the ve-
hicular network usually contains some sensitive information
(such as vehicle identification, personalization information,
and navigation information) [1], and thus participants are
unwilling to share information with each other owing to a
sizable lack of trust on each part. Specially, this problem will
get worse if there exists malicious vehicles or RSUs in the
system spreading incredible messages or spam messages to
destroy the availability of the whole network. Hence, it is of
extraordinary significance to ensure the security and privacy
of data sharing as well as support mitigating techniques to the
malicious attacks.

Recently, the Blockchain technology, the core technology of
Bitcoin [8] and other cryptocurrencies [9], is being considered
as a powerful tool for enabling trusted interactions between
various devices in a decentralized, efficient way. The integra-
tion of blockchain technology with IoV has drawn increasing
attentions of a large number of researchers and developers,
the reasons are fourfold: (i) blockchain, in substance, is an
immutable, replicated and tamper-evident distributed ledger
where each item cannot be deleted or tampered once a
consensus is reached and thus enables IoV to conduct audits
if necessary; (ii) it adopts multiple cryptographic algorithms
such as hash functions, asymmetric cryptography and digital
signature could protect the security and privacy of the infor-
mation and support the anonymity of the users; (iii) it could
achieve a rough consensus based on designated distributed
consensus algorithm where nodes do not have to confide in
each other. Despite all these advantages stemming from the
blockchain, some challenges might emerge during integrating
IoV with the existing blockchain technology such as high
resource consumption and high memory overhead. So far, BC
has been applied in a number of non-financial scenarios [10],
[11], such as healthcare data [12], [13], government democracy
and legal enforcement [14], smart home [15]–[17] and so on.

With this in mind, in this paper, we present a lightweight
blockchain to meet the requirements of IoV to cope with the



data sharing problem aforementioned and a detailed decen-
tralized IoV system framework based on a novel reputation
evaluating scheme is presented. The main contributions of this
paper are summarized as follows:

1) A hierarchical structure is adopted to optimize the re-
source consumption and provide flexible access control
for the IoV devices and their data, where two kinds of
blockchains IntraChain and InterChain are employed in
the intravehicular network and interwehicular network
respectively by default and both blockchains are recon-
structed to mitigate the devices’ pressure of storage and
calculation.

2) A novel consensus protocol akin to Delegated Proof
of Stake (DPoS) [18] is proposed in the intervehicular
network to reach an agreement with the aggregated
data and manage the fluctuation of reputation values
of each node among IoV. To evaluate the reputation
value of a node (i.e., a vehicle or an RSU), we consider
the integration of the direct observations and indirect
observations in order to acquire a final value.

3) We show that our proposed blockchain-enabled decen-
tralized framework for IoV is secure by throughly ana-
lyzing its security with respect to the adversary model.

The paper is organized as follows. Section II reviews the
related works in the literature. Section III presents the system
model, adversary model of the new architecture. Section IV
illustrates the methodology behind the proposed BC-based IoV
framework including the architecture overview and the recon-
structed blockchain structure. Section V presents the detailed
working mechanism of two chains respectively, especially
the novel reputation-based consensus algorithm. Section VI
elaborates the security analysis and discusses the disadvantage
of the proposed framework. Ultimately, Section VII concludes
the paper.

II. RELATED WORK

A. IoV Security

In IoV, heterogeneity and the large number of vehicles
increases the security requirements for the communication and
data sharing. A demonstration [19] at Black Hat cybersecurity
conference showed how to control a Jeep Cherokee on the
move via some softwares, which shows the potential risks on
the road for IoV. Compared to IoT security which has been
studied by numerous previous survey works comprehensively,
IoV security is less studied but is analogical to IoT security to
some extent. Thus a number of security solutions developed
for IoT could also be implemented in IoV. Porambage et al.
[20] introduces a pervasive authentication protocol for the
resource limited wireless sensor networks (WSNs). Sharaf et
al. [21] proposed a novel scheme for authentication procedure
in IoT by generating a unique fingerprint for each device.
Zhang et al. [22] proposed a method to measure and defend
against DDoS attack over IoT network. Some works focusing
on the privacy-preserving approaches when the devices trans-
mitting sensitive data via the untrusted channel. Yao et al.

[23] proposed an anonymous privacy-preserving data reporting
mechanism for IoT applications. The secure communication
schemes for vehicular networks has been studied in several
previous works [24], [25].

B. Blockchain for IoV

With the advances in networking technologies, embedded
processors, and artificial intelligence, the trend of harnessing
the blockchain technology to create a decentralized, secure and
efficient IoV network is increasingly inexorable. Yang et al.
[26] proposed a decentralized trust management mechanism
based on blockchain for IoV, employing a joint Proof of
Work and Proof of Stake consensus algorithm to reach an
agreement about the trust level of each devices. Liu et al. [27]
proposed an adaptive electric vehicle participation mechanism
in smart grid platform using blockchain to minimize the
charging cost of electric vehicles. Gao et al. [28] proposed
a blockchain-based payment scheme for vehicles to protect
the privacy of the user information during the data sharing
process. Jiang et al. [29] proposed a a distributed IoV network
architecture where several types of nodes are defined and
several sub-blockchain networks are formed. Kang et al. [30]
proposed an optimizing consensus management mechanism
using reputation-based voting scheme and contract theory to
ensure the security and traceability of data sharing in IoV.
Sharma [31] presented an energy-efficient transaction model
for the blockchain-enabled IoV using distributed clustering-
mechanism based on stochastic volatility model to reduce
the burden of processing transactions on each device. These
current works explore the potential of integrating blockchain
technology with vehicular networking in various ways. How-
ever, these works lack the clear definition of the blockchain
structure which is presented in this paper.

III. PROBLEM DEFINITION

A. System Model

As shown in Fig. 2, a decentralized, secure, and privacy-
preserving communication framework for the vehicular net-
works mainly contains multiple vehicles, multiple RSUs (e.g.,
traffic lights, toll station, gas station, among others), multi-
ple infrastructures (e.g., transport station, cloud computing
platform) multiple humans and personal devices (e.g., cell
phones), and all the sensors along with actuators within
the vehicle. The heterogeneous network architecture of IoV
consists of five types of vehicular communications: Vehicle-
to-Vehicle (V2V), Vehicle-to-RSU (V2R), Vehicle-to-Personal
devices (V2P), Vehicle-to-Sensors (V2S), and Vehicles-to-
Infrastructure (V2I), as shown in Fig. 1. We simplify the
complex system into two two-level fundamental paradigms:

1) Intra-vehicular network layer: including the connections
between all the sensors, actuators, and personal devices
within the individual vehicle, i.e., V2S and V2R;

2) Inter-vehicular network layer: including the information
exchange among vehicles, RSUs, and infrastructures,
i.e., V2V, V2R, and V2I.
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Fig. 1. Five types of vehicular communications of IoV.
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Fig. 2. Overview of our hierarchical system model compromised of two
layers: intra-vehicular network layer and inter-vehicular layer.

Note that different type of the aforementioned commu-
nications over IoV are enabled utilizing different wireless
access technologies (WATs) (such as IEEE Wireless Access in
Vehicular Environments (WAVE), GSM, LTE, WiFi, bluetooth,
among others), to ensure the seamless connections between all
actors. The responsibility of each actor in our framework is
listed as follows:

• RSUs: Based on the relatively high data processing
and data storage capacity, RSUs take charge of major
computing and storage tasks. Namely, RSUs serve as
the full node in the conventional Bitcoin network storing
the latest version of the entire blockchain, and as the
important force for the block generation and reputation
consensus. Besides, they ought to monitor the traffic
conditions, disseminate the valuable information immedi-
ately, and supervise the vehicles operations via collecting
and analyzing its behaviors.

• Vehicles: Each vehicle need to interact with other ve-
hicles, RSUs, and infrastructures via sending/responding
information to tune with the changing circumstances.
Beyond that, vehicles should rate the reputation level
of other vehicles/RSUs as the feedback of the service
quality and broadcast the rating message to the network
to reach an agreement via a certain algorithm. Note that
vehicles have the same right to compete for the mining
task allowing an increase of its own reputation value.

• Sensors and Actuators: These ’things’ are responsible
to control the movement of vehicles, gather vehicle
situations data such as fuel consumption and car diagnos-
tics, and aggregate environmental data (e.g., temperature,
weather conditions, etc.), and report the emergency event
to the vehicle when necessary.

• Cloud Server: It is mainly in charge of cloud backup of
the blockchain data and other information storage.

B. Adversary Model

We briefly overview three adversarial cases aiming to de-
stroy the availability, data privacy and security of the whole
vehicular system:

1) Malicious Vehicles: It is contingent that a few vehicles
are manipulated by attackers trying to interfere the normal
operation of the whole system. This could bring about severe
damages via increasing the traffic crashes and even fatalities.
We assume the malicious vehicles mainly destroy the system
in three ways: (i) broadcasting false information, packet drop-
ping, packet selective forwarding, e.g., spreading the signal of
traffic congestion when the ahead road is clear to make the
other vehicles take a detour. (ii) generating unfair reputation
values to the other vehicles in the network to damage their
reputation and thus acquire the chance to become the miner
to alter block content.

2) Compromised RSUs: Analogically, RSUs placed along
the road are more susceptible to be compromised by attackers
and thus they are assumed as semi-trusted. Since all of the
RSUs perform as the full node responsible for storing all
blocks in the blockchain, it would be catastrophic if most



of RSUs are under the malicious control. Nevertheless, it is
impracticable for the attackers to launch a large-scale intrusion
attack due to the limited ability. Thus, we assume that the
attack could compromise a few RSUs (i.e., tampering the block
content and generating new blocks) within a certain period of
time.

3) DoS/DDoS Attack: The object is to prevent some
or all legitimate requests/information from being re-
sponded/acquired, by sending a mass of requests to the target
device causing its computational resources unavailable [32].
Either external device or the individual device within IoV
might be manipulated to initiate this attack and we only
assume the latter case in our framework.

IV. METHODOLOGY

In this section, we briefly introduce the fundamental
methodology of our design — blockchain technology, sys-
tem architecture of the decentralized IoV framework, and
the reconfigured blockchain structure tailored for vehicular
communication systems.

A. Blockchain Basics

Transaction 22c86a2e9c81e2b930

Transaction 09ed68217199a90ded

Transaction 6a8c99792c5a2600c620

Block 55

Proof of Work:
00000000001b3627075abd398
Previous Hash:
0000000000cefa8283d8f0eda

Transaction 1d89f7941d4240bd113

Transaction 72071332d2f0d624f89a

Transaction 3e79824daddc6a84934

Block 56

Proof of Work:
0000000000151483191756319
Previous Hash:
00000000001b3627075abd398

Transaction df2918c90e45ca56e98a

Transaction 40a67e29938c0e9d0ab1

Transaction 97caffcae8c8e83844ac9c

Block 57

Proof of Work:
00000000001a42c83125009c3
Previous Hash:
0000000000151483191756319

Fig. 3. An illustratioin of blockchain struction.

Satoshi Nakamato [8] invented the concept of blockchain
in 2018 which has attracted much attention in the last few
years, and is regarded as the fifth disruptive innovation in
computing paradigm after the invention of the Internet [33].
It was originally created for recording financial transactions
(e.g., Bitcoins and other cryptocurrencies), where multiple
transactions will be encoded and saved by all participants in
a public ledger. Nowadays, blockchain technology is view as
an emerging peer-to-peer (P2P) technology for decentralized
data sharing and distributed computing systems that ensures a
group of agents are able to reach an agreement in a secure and
verifiable manner without the need for a centralized controlling
authority [34].

As shown in Fig. 3, the blockchain is composed of a
string of blocks linked together by the hash values of the
previous block. Each block contains a number of transactions
descripting the details of who sent how much money to whom,
hash value of the preceding block in the blockchain, and hash
value of current block which is the target value to a complex
mathematical challenge known as ”proof of work”. All the
nodes after receiving new blocks should validate the block and
transactions embedded in. The new block would be appended

to the blockchain once the it is valid. Otherwise, it will be
discarded.

B. Architecture Overview

In this paper, we explore how the blockchain technology
could be applied in the vehicular network. As mentioned
above, a hierarchical network model is proposed which is
illustrated in Fig. 2. Accordingly, IntraChain and InterChain,
these two types of blockchain are adopted to process different
transactions and information in Intra-vehicular network and
Inter-vehicular network respectively.

1) IntraChain: Smart sensors, actuators of individual vehi-
cle, and user’s personal phones/computers are located within
the Intra-vehicle network tier and are centrally managed by
vehicular central controller (i.e., local miner). In each vehicle,
there exists a local private blockchain named Intra-BC which
keeps tracks of interactions within the vehicle and sticks
to a certain policy list for the internal access control and
external access control management. Due to the sensitivity of
the interaction information inside the vehicle, the encryption
algorithm is involved in the internal communications. Each
transaction initiated by the ”things” should be tagged with
the requester ID and requestee ID that is assigned by the
controller at the initialization stage. The central controller each
received transaction in accordance with the policy list set by
the vehicle’s owner.

Besides the block header, the block body contains a number
of transactions collected by the local miner within a certain
period of time. Since the communication traffic of the intra-
vehicular network is not high, it is rational to store the block
data in the vehicle locally and all of the transactions are
chained together as an immutable ledger. Therefore, all the
information related to the present and past conditions of the
vehicle (including speed, direction, location, lane, the number
of passengers, etc.) will be well preserved, which could be
considered as the black-box data in case of emergency.

2) InterChain: Multiple vehicles, and RSUs constitute an
Inter-vehicular network layer along with public infrastructures
(cloud server). All the vehicles want to receive the information
from the other vehicles/RSUs in the vicinity, even by accessing
the sensors of the neighboring vehicles. Each vehicle in the
network could act as either a requester collecting data or a
provider sharing its own data while on the road. Since each
node even RSUs in the network might perform compliantly or
disobediently, it is anticipated that each node could enjoy qual-
ified services. Therefore, a reputation evaluation mechanism is
needed to improve the stability and availability of the entire
system. It is worth noting that nodes (vehicles or RSUs) might
transform the performance between normal and abnormal just
as in the real world situations.

We adopt the InterChain as a public ledger which records
the interactions among Inter-vehicular network and the rep-
utation value of each actor, allowing accident prevention,
autonomous decision making, and data auditing. These rep-
utation records are persistent and transparent evidence when
disputes and destruction occur. However, some compromised



and malicious nodes might provide incorrect feedback to the
former service aiming to decrease the service quality and sta-
bility of the network. Thus a novel consensus algorithm based
on the fusion of the average reputation value is necessary.
In the proposed framework, both vehicles and RSUs could
compete to be the miner and obtain an increase in reputation
as a reward. Due to the constrained resources of the vehicles,
only block headers are saved locally which is similar to the
Simplified Payment Verification (SVP) nodes in the Bitcoin.
Conversely, the RSUs must have a copy of the full InterChain,
thus every transaction and block that has ever taken place must
be saved and upload the data to the cloud server periodically.
This ensures that the InterChain cannot be controlled by a
single entity, and nor can it easily be compromised, as there
is not one single point of failure.

C. Reconstructed Blockchain Constitution

Considering IoV is composed of resource-constrained and
low-energy devices, it is irrational to require these devices
to possess equal computational power to the miners in the
conventional blockchain network, which makes the task of
supporting distributed storage and security quite challenging.
Thus, in our proposed framework, a reconstructed blockchain
architecture is proposed for InterChain.

1) Block Detail: As shown in Fig. ??, the structure of
a reformatory block, akin to Bitcoin, consists of the block
header and the block body. The block header, detailed in Table
I, is composed of the current block header’s hash, previous
block header’s hash, root of the reputation tree, policy list, a
timestamp, and root of the transaction tree. Here, the item of
reputation tree is added into block and the root of the tree is
recorded by block header. As shown in Fig. 4, we utilize the
modified Merkle Patricia Trie structure to record the reputation
values, where only modified data is stored in the new block,
efficiently reducing the burden of memory.

Accordingly, the block body is composed of the reputation
tree and transactions tree. The reputation value of each vehicle
and RSU will be recalculated once the acts in suspicious ways,
such as querying privacy data against the access policy which
is stored in the block header generated by the administrator,
and creating or relaying the invalid blocks or transactions.
And the details of reputation evaluation scheme are elaborated
in Section V-B. It should be noted that a cryptographically
authenticated data structure—modified Merkle Patricia Trie
(MPT) applied in Ethereum [35] is adopted to store the
reputation value of each UAV as depicted in Fig.4, which
could quickly and efficiently identify data that has changed
without having to retrieve over all the data in order to make
the comparison.

2) Transaction Detail: As for defining transactions, in-
spired from [16], communications between vehicles, RSUs
and the cloud server among the whole system are formatted
as transactions. Owing to the constrained storage space of
vehicles, a micro-size transaction structure is proposed as
shown in TABLE II. The detail information of a transaction
includes the transaction type IDs of the requester and requestee

Block J-1 Block J

prevHash curtHash

reputRoot policyList

prevHash curtHash

reputRoot policyList

26 45

Fig. 4. Example of the modified Merkle Patricia Trie structure for recording
the reputation values. Two blocks BJ−1 and BJ containing two reputation
trees, it is shown that the reputation value 26 was changed to 45 in the
latter block BJ . Specifically, only the modified data would be stored in
the new block and the unmodified data would be linked to the new root
without duplication, efficiently reducing the request of memory compared to
the original Merkle Tree which is adopted in Bitcoin [8].

(similar to the addresses in the blockchain), the signature of the
requester (i.e., sender) and the additional data if necessary. It
is worth noting that the length of the additional data is variable
ranging from 0 to 1024 bits.

TABLE I
COMPOSITION OF A BLOCK

Contents Size(bit) Description

BLOCK HASH 80 Hash value of current block header

PREV HASH 80 Hash value of previous block header

TIMESTAMP 24 Unix timestamp of the block

REPUTATION ROOT 80 Root of the reputation tree

TRANSACTION ROOT 80 Root of the transaction tree

TABLE II
COMPOSITION OF A TRANSACTION

Contents Size(bit) Description

TX TYPE 4 Transaction type

REQUESTER ID 8 Device ID of the sender

REQUESTEE ID 8 Device ID of the receiver

SIGNATURE 1024/2048 Signature/multi-signature

DATA Maximum 1024 Additional information

3) Transaction Handling: Due to that various weighting
factor is embraced into the proposed reputation evaluation
algorithm, we define a set of operations to be recorded
as transactions with different weighting factors. We briefly
elaborate six kinds of transactions as follows:

• Interest The requester initiates Interest to query specific
information from a number of neighboring vehicles/RSUs
or one appointed actor.

• Reply The vehicle/RSU reply to the Interest transaction
with the additional information.



• Report The vehicle/RSU actively publishes the latest in-
formation (related to the road conditions, weather report,
etc.).

• Rating The vehicle/RSU sends the feedback via this
transaction after dealing with the specific devices utilizing
the reputation evaluation scheme.

• Alert The vehicle/RSU creates an Alert transaction to
sound a warning once it finds itself under a certain kind
of attack thus other nodes could perform corresponding
actions towards different attacks.

• Help The vehicle/RSU generates such transaction as an
emergency call which will be disseminated with the
highest priority in order to contact the services (such as
police, family, etc.).

4) Periodically Memory Release: With the continuous
operation of the vehicular system, there is no doubt that
the blockchain distributed ledger would become increasingly
larger. For instance, suppose that the size of the block header
is 100 Bytes; the block body is 2000 bytes; and the generation
rate of the blocks is 1 block every 3 minutes. Therefore, after
one day the size of the ledger would be (2000+ 100)× 60×
24÷3 = 1008 KB. Considering the restricted memory space of
RSUs, for these parameters, freeing up memory at a frequency
of every 12 hours is sufficient for recycling the memory space.
Namely, the distributed ledger of blockchain in the proposed
framework needs to be baked up to the cloud server and the
physical memory of RSUs is released periodically.

V. DETAILED MECHANISM OF THE INTERCHAIN

In this section, we elaborate in detail of the working mech-
anism of our proposed InterChain framework which consists
mainly of reputation evaluation scheme and the consensus
algorithm.

A. Data Processing

Each node (vehicles and RSUs) in the network is assigned
a pair of public key and private key as mentioned at the
initiate stage. The unique ID of each node is derived from its
own public key to ensure the anonymity of the framework.
Note that the basic information stored in each vehicle is
composed of the public keys of all nodes, its own private
key and the consecutive block headers which contains the
reputation values of the entire system, while RSUs store the
full blocks of InterChain. All devices need to perform the
hash function and digital signature before sending messages.
It is worth noting that Keccak [36], [37], a high-performance
hash function in both code size and cycle count [38], [39]
compared to other lightweight hash functions (such as Quark
[40], PHOTON [41], and SPONGENT [42]), is adopted to
generate a message digest. To reduce memory usage, the 160-
bit output is truncated to 80-bit which saves a mount of space.

All the nodes receiving the transactions need to verify data
integrity and consistency via checking if two digests match
with each other. The transaction is relayed to the neighbors
or replied with specific data if validation passes with certain
probability P generalized from the sender’s reputation value.

Otherwise, the received transaction is considered as false and
not transmitted if it lacks data integrity. Particularly, once
a node finds that a sender sending the same message with
an abnormal frequency, it creates and broadcast an Alert
transaction immediately. Once this information is confirmed
by miner committee, the malicious sender will be flagged via
setting reputation value to zero and the message initiated by
it would be blocked.

B. Reputation Evaluation Scheme

1) Individual Reputation Calculation: The proposed frame-
work maintains a trust rating for each node based on activities
it has performed harnessing the reputation evaluation scheme.
Generally, each node is initialized with a fixed reputation
value 100 which could be decreased for performing mali-
cious/incredible actions or increased for correctly performing
Alert and mining task.

Each node in the network evaluate the reputation of other
nodes based on the direct historical interactions with them.
Considering the characteristics of different transactions, the
weighting factor W of each transaction is embraced into the
evaluation scheme. Beside, since the timeliness of data should
also be considered into out algorithm, we evaluate each record
at time t. At time t, the evaluation result Ru,v(t) of node v
generated by node u from the direct observation is calculate
via:

Ru,v(t) =

C(u,v,t)∑
i=1

σ(t, i) ·Q(v, i) ·W (v, i)/

C(u,v,t)∑
i=1

W (v, i)

(1)
where C(u, v, t) denotes the interaction count of all the
transactions between u and v before the specific time t; Q(v, i)
represents the quality evaluation of the ith transaction with
node v; and W (v, i) represents the significance factor of the
ith transaction with node v.

Besides, σ(t, i) is proposed as the perish coefficient depict-
ing the timeliness of the ith service. Let t(i) represents the
time of ith transaction and we have

σ(t, i) = 1/(t(i)− t), (2)

which shows that the decay of the service quality is inversely
proportional to the transaction time length.

2) Reputation Fusion: The miner might receive conflicting
reputation values about one specific node. In the proposed
framework, weighted reputation fusion is utilized on these
ratings to obtain a relatively objective result. Let R(t0) denote
the set of all reputation values last time at t0, Rv(t) denote the
new calculated reputation value of node v at time t, and Rv

denote the latest aggregated reputation values of node v. At
first, we abandon the highest reputation value and the lowest
reputation value from the aggregated data set R as follows:

R∗
v = Rv ̸⊂ {max(Rv),min (R)v}. (3)



Then, the weighted average reputation value of node v is
calculated via:

Rv(t) =

N∑
i=1

Ri(t0)∑N
j=1 Rj(t0)

·R(i, v)(t), (4)

where Ri,v(t) ∈ R∗
v and N denotes the number of rating

transactions received by the miner.

C. Consensus Protocol

The consensus algorithm, which ought to be automatically
executed by each node (vehicles and RSUs), is presented in
this section, involving the regulations of committee selection
and block generation.

1) Committee Selection: To relieve the burden of the IoV
devices, we adopt the core idea of DPoS electing the com-
mittee via certain voting methods where block are generated
in turn instead of Proof of Work algorithm that requires lots
of computational resources to solve a complex mathematical
challenge. Considering the actual situation of IoV system, we
propose the following two schemes to select miners.

Strategy 1: Randomly Selected RSU as Miner. Based on
the premise that the majority of RSUs are trusted and the
computational ability is comparably strong, it is rational to
randomly assign a RSU to act as the miner responsible for
collecting all the transaction information, verifying the validity
of transactions, and managing the changes of reputation values
in the block header, which mitigates the computation load of
the Vehicles.

Strategy 2: Voted Vehicle/RSU as Miner. Formally, the re-
election of the committee is triggered by any omitting of block
generation or forks in the blockchain ledger. In that case, the
members of committee are selected by their reputation value
R and, namely, only top 15% of the nodes could become the
candidates. Then, a group of k active miners, three fifths of
the miner candidates, are voted by all RSUs which take turn to
act as the block generator within a certain time slot. It is worth
mentioning that, the members of committee can also propose
transactions as other devices in the network, they only exercise
their mining rights every fixed period of time T . Formally, the
re-election of the committee is triggered by any omitting of
block generation or forks in the blockchain ledger.

Strategy 3: Hybrid Miner Selection. It’s obvious that both
Strategy 1 and Strategy 2 have their advantages. With this in
mind, we consider node density and network connectivity into
our consensus algorithm to propose a hybrid selection strategy
by taking advantages of both methods. When the network is
unstable and few vehicles are enabled for connection, or the
node density is lower than a threshold such as in the middle
of the night, Randomly Selected RSU as Miner is employed
to provide a stable and available service. Otherwise (e.g., in
the rush hour), Voted Vehicle/RSU as Miner is utilized to get
a relatively high-quality service. Based on the observation, we
could use different strategy in different time periods.

2) Block Generation: If the rate of block generation is slow,
the size of block will be quite large due to the accumulative
transactions over time, which could cause the communication

delay or slow down the transmission rate among the network.
Otherwise, extremely frequent mining could become the com-
putation burden for the each node in the blockchain system.
Consequently, the suitable block generation rate is significant
for the proposed framework. We propose a hybrid strategy by
considering the node density into our model.

Generating Block by Fixed Size Each block is generated
with the same size limit, for example, each block including
the same number of verified transactions. Thus, the time slot
between two blocks is fluctuant. Let α denote the time interval
of mining process, β denote the designated block size, t0
represent the time period that periodically releases the memory
(cf. Section IV-C4), and ∆ represent the average allocated size
of storage space in RSUs. We have the following constraint:

β · floor( t0
α
) ≤ ∆, (5)

where floor(·) represents rounding down to the nearest inte-
ger.

Generating Block by Fixed Time Each block is created at
a fixed time interval which requires the mining task to be
rotated at the same frequency. The next new round of mining
process starts instantly after the generation of the previous
block. It is adjustable that the stipulating of the time period
between two rounds of block generation owing to the diverse
communication requirements of different tasks. For an N -
UAVs network, let α′ denote the time interval of mining
process, β′ denote the average size of the generated block, t0
represent the time period that periodically releases the memory
(cf. Section IV-C4), and ∆ represent the average allocated size
of storage space in RSUs. We have the following constraint:

β′ · floor( t0
α′ ) ≤ ∆, (6)

Clearly, both Eq.5 and Eq. 6 ensure that all collected data in
the blockchain could be well stored in each devices before
next round of memory release.

VI. SECURITY ANALYSIS

A. Scenario of Malicious Vehicles

As mentioned before, a malicious vehicle might damage the
availability of the whole system in two methods. Broadcasting
fake information which might cause traffic accidents could be
defended by the novel reputation evaluation scheme. It mainly
because the activities of each devices in the network are being
evaluated to build a trust rating scheme and the receiver ac-
cepts or drops the message according to the reputation value of
the vehicle. Thus, those fake information and unfair reputation
report messages could be blocked with high probability.

B. Scenario of Compromised RSUs

In the proposed framework, it is supposed that only a frac-
tion of RSUs might be compromised in a given period of time.
Once the RSU is compromised, the saved data (i.e., blocks)
might be deleted or modified and the RSU could tamper the
reputation value when generating the new blocks. However,
the same version of the latest blockchain stored in all the



RSUs among the whole network according to the fundamental
principle of the blockchain technology. Thus there always
exits more than half of RSUs compliant to the basic rules
and consensus algorithms such that the compromised RSU is
prone to be recognized via the detection of deviant behaviors
and kicked out of the system using vote transaction in order
to prevent it from serving the malicious activities.

In addition, the compromised RSUs also might fabricate
and spread fake information. However, the reputation value of
RSU should also be evaluated by the same scheme with other
vehicles, so the vehicles would give a low credit grade if they
do not satisfied with the service provided.

C. Scenario of DoS/DDoS Attacks
Next we analyze the effectiveness of our framework to

prevent DoS/DDoS attack launched by the individual vehicle
among the vehicular network, aiming to overwhelm a partic-
ular target vehicle. In our system, the reputation evaluation
scheme allows to reduce the probability of being undermined
by DoS/DDoS attack due to that a sender sending the same
message within a certain time will be flagged via setting
reputation value to zero and the message initiated by it would
not be relayed by the neighbor nodes. Overall, each node
among the system could supervise the packet flows and send
alert transaction to warn the neighbor vehicles to ban all the
access permissions of the malicious node.

VII. CONCLUSION

In this paper, we investigate a blockchained-based decentral-
ized data sharing framework in vehicular networks. Consider-
ing the inherent hierarchical architecture of IoV, a hierarchical
blockchain-based data sharing framework is proposed where
two types of sub-blockchain networks (intra-vehicular network
and inter-vehicular network) are formed allowing for flexible
access control and reduced data storage consumption. In
addition, a reconstructed blockchain structure is illustrated to
acclimatize itself to the vehicular network which is composed
of a number of lightweight and low-energy IoT devices.
Besides, we also design a reputation-based consensus scheme
which is akin to the core idea of DPoS consensus algorithm
but a multi-weight reputation evaluation mechanism is utilized
to prevent internal collusion of network nodes. Based on the
proposed architecture, security analysis is illustrated to show
the security, privacy-preserving of the proposed framework. In
the future, we can further confirm the efficiency of our schema
via numerical results produced by simulation experiments and
improve the ability of implementation through taking more
factors into consideration and finding optimal parameters.
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